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Authentication

* A process of veritying that
'You are who you say you
are”.

o Parts:

» Query for credentials

» Verity Credentials
 Method:

» Form Authentication

>

AD / LDAP
Authentication

Sign, Fingerprint
Factual verification

Two Factor
Authentication

SSO: OAuth, OpenlD,
SAML etc

e Security, Security, Security



Authorization

e A process of verifying that "you are permitted to
do what you are trying to do”

e Method:

» RBAC

» ACL: most file system: Read, Write, eXecute

» Principle of least privilege



SSO

* Single sign-on is a user/session authentication
process that permits a user to enter one name
and password Iin order to access multiple
applications. The process authenticates the user
for all the applications they have been given
rights to and eliminates further prompts when
they switch applications during a particular
session.
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Implementations

e Mechanism

Cookie
Token/Ticket
SAML ZZ =
Kerberos {2 A

Gateway

 Products

CAS

SAML

Facebook connect

IBM TAM / Windows Live Id
OAuth

Open Id (Google ID, Paypal
Access)

CA SiteMinder



--(A)- Authorization Request ->

<-(B)-- Authorization Grant ---

--(C)-- Authorization Grant -->

Access Token

Resource

Resource
Server
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Security Assertion
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Request target resource

e Standard of OASIS
(SOAP, UDDI)

e SCI: Shibboleth
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